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"@RequestMapping" methods should specify HTTP method A6 20

Database queries should not be vulnerable to injection attacks A1 12

XML parsers should not be vulnerable to XXE attacks A4 1

Endpoints should not be vulnerable to reflected cross-site scripting (XSS) attac... A7 1

HTTP referers should not be relied on A2 4

"Random" objects should be reused A6 3

Authentication should not rely on insecure "PasswordEncoder" A2 A3 A6 2

Persistent entities should not be used as arguments of "@RequestMapping" methods A5 1

Server-side requests should not be vulnerable to forging attacks A5 1

Throwable.printStackTrace(...) should not be called A3 14

Hard-coded credentials are security-sensitive A2 14

Formatting SQL queries is security-sensitive A1 9

Using pseudorandom number generators (PRNGs) is security-sensitive A3 8

Using regular expressions is security-sensitive A1 5

Controlling permissions is security-sensitive A5 4

Using command line arguments is security-sensitive A1 4

Hashing data is security-sensitive A3 A6 3

Disabling Spring Security's CSRF protection is security-sensitive A6 2

Deserializing objects from an untrusted source is security-sensitive A8 2

Creating cookies without the "HttpOnly" flag is security-sensitive A7 2

Creating cookies without the "secure" flag is security-sensitive A3 2

Writing cookies is security-sensitive A3 1


